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POLICY
Employee Device Allocation
1. Purpose

4.

The purpose of this policy is to ensure that Zayed University employees have the
appropriate Information Technology Device to meet their job requirements.

Scope of Application

2.1 This policy applies to all Zayed University employees, whether full- or part-time,
paid, or unpaid, temporary or permanent.
2.2 This policy does not apply to devices purchased through research grants.

Definitions

CAFO

Chief Administration and Finance Officer

Device Allocation

The assignment of an IT Device to a user based on their
employment category and responsibility.

Executive Management

VP-CEO, Provost, and CAFO

ITD Information Technology Department
For the purpose of this policy, an IT Device is any IT

IT Device equ_ipme_nt purphased by the_ ITD a_nd_ owned by the
University. It includes, but is not limited to, desktop
computers, laptop computers, and 2-in-1 tablet devices.

Provost Provost and Chief Academic Officer

University Zayed University

VP-CEO Vice-President and Chief Executive Officer

Policy

4.1 Device Allocation

Zayed University (“University”) employees shall be allocated one Information
Technology Device (“IT Device”) each in accordance with their employment
category and responsibilities, to be used throughout their employment at the

University.
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4.2

4.3

4.4

4.5

4.6

4.7

4.8

4.1.1 The following employment categories are automatically eligible for an IT
Device:
a) Senior Appointments,
b) Academic Administrative Appointments,
c) Faculty Appointments,
d) Staff Appointments.

4.1.2 Other appointments such as advisors, consultants, adjuncts, and other
special appointments may also be eligible for an IT Device, subject to
approval by the line manager, Dean/Director, and either the Provost and
Chief Academic Officer (“Provost”), Chief Administration and Finance
Officer (“CAFQ”), or Vice-President and Chief Executive Officer (“VP-
CEQO”) as appropriate.

Requests for exceptions to this policy will be considered on a case-by-case basis by
the Dean/Director upon recommendation of the respective line manager. A written
endorsement is required to be submitted for approval to the Provost, CAFO, or VP-
CEO as appropriate.

Employees are responsible for the care, security, and appropriate use of the IT
Device allocated to them. Negligent damage to devices may result in personal
liability for the employee.

Employees must adhere to University policies and protocols related to data
protection to ensure the security of the information on their devices.

The Information Technology Department (“1TD”) will provide maintenance and
support for all allocated devices. Employees should contact IT Support for any
technical issues or device malfunction.

Device upgrades or replacements will be provided based on ITD’s assessment of
the device performance, wear and tear, and device obsolescence.

In the event of a lost or stolen device, employees must report the incident to ITD
within 48 hours of the loss or theft in line with University policy and procedures.
ITD will determine if a replacement device will be issued based on the availability
of stock.

Employees are required to return their IT Devices before the end of their service at
the University.

5.  Roles and Responsibilities

5.1

Information Technology Department

ITD is responsible for:
a) managing the allocation, maintenance, and support of IT Devices,
b) providing upgrades to devices or replacing devices, as necessary,
€) managing the process of returning devices to ITD.
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5.2

5.3

5.4

5.5

Employees
Employees are responsible for:
a) the care, security, and appropriate use of the IT Devices that have been
allocated to them,
b) complying with data security protocols,
c) reporting lost or stolen devices,
d) returning devices to ITD before the end of their service at the University.

Line Managers
Line managers are responsible for:
a) supporting ITD by ensuring employees are aware of their responsibilities
regarding the devices that have been allocated to them,
b) initiating and endorsing requests for special device allocations and exceptions
as and when required.

Deans/Directors

Deans/Directors are responsible for endorsing apecial device allocation requests
and exeptions as and when required before being forwarded to the Provost, CAFO,
or VP-CEO for approval.

Executive Management

The VP-CEOQO, Provost, and CAFO retain the authority, in line with the relevant
delegation of authority, to approve or deny requests for special device allocations
and exceptions.

6. Related Policies and Laws

SUP-HR-01 Employment Categories and Contract Types
SUP-1TS-103 Bring Your Own Device

SUP-1TS-203 Information Security

SUP-ITS-204 Data Security

SUP-1TS-601 Equipment and Software Technical Support
SUP-ITS-703 Equipment and Software Replacement
SUP-ITS-704 Stolen, Lost or Damaged IT Equipment
Patch Management Guidelines v.1.0

7.  Administration
This policy is administered by the Client Services unit, ITD.

8.  Revision History

Date Revision Ver.
1 May 2025 Chair of the Board’s Decision issued (CBD#10 of 2025). 1.0
26 March 2025 Approved by FAIAC.

11 March 2025 greater clarity.

Endorsed by UPSC subject to rewording 4.4, 4.8, & 5.2 for

(Actions completed)

1 November 2024 Based on feedback from FAIAC:
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e Reworded for greater clarity.
o Added Articles 4.3 to 4.8, and Section 5.
o Updated the Related Policies and Laws.

22 June 2023 Endorsed by the Executive Committee.

8 September 2021 ,;c;cri](:;j 2.2 regarding devices purchased through research

25 May 2021 Presepted to the Academic Council: to be circulated to deans
and directors for feedback before being presented again.

28 April 2021 Reviewed by CAFO Management Council to add VP’s

feedback: added IT Device to Definitions.

14 December 2020

Submitted to Academic Units for further review.

12 November 2020

Submitted to Internal Audit Director and Legal Advisor for
further review.

13 February 2020

New policy reviewed by CAFO Management Council.
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